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National Kaohsiung University of Science and Technology

Regulations Governing Cyber Security

and Personal Data Protection
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Passed by the 1% Administrative Meeting on September 19, 2018.
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Amended and passed at the 4" Administrative Meeting on December 19, 2018.
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Amended and passed at the 5 Administrative Affairs Meeting on December 14, 2022.
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Article 1

These Regulations Governing Cyber Security and Personal Data Protection
(hereinafter referred to as “these Regulations™) are adopted by National
Kaohsiung University of Science and Technology (hereinafter referred to as
“the University”) to strengthen the information assets security of each office
of the University (hereinafter referred to as “each office”) and standardize the
collection, processing, and utilization of personal data, and protect and
manage personal data, in accordance with the Cyber Security Management
Act (hereinafter referred to as “the Cyber Security Act”) and the Personal
Data Protection Act (hereinafter referred to as “the Personal Data Act”) and
related regulations.
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Article 2

Self-developed or outsourced information and communication systems by
each office shall be classified with information and communication security
levels in accordance with the Principles of Classification of Levels of Defense
Requirements of Information and Communication System specified in



Appendix 9 of the Regulations on Classification of Cyber Security
Responsibility Levels, and each office shall implement relevant control
measures based on the Defense Standards of Cyber Systems specified in
Appendix 10.
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Article 3
When outsourcing for the construction, maintenance, and operation or
provision of the information and communication system services and when
selecting and supervising the contractors, each office shall take note of Article
4, Paragraph 1, Subparagraphs 1 to 9 of the Enforcement Rules of the Cyber
Security Management Act, and require outsourced service personnel to sign a
conﬁdentiality agreement annually.
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Article 4

Personal data collected, processed, or utilized for specific purposes by each
office shall be limited to those allowed to be disclosed by the University in an
appropriate manner; the same shall apply when changes are made.
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Article 5

The collection, processing, or utilization of personal data by each office shall
be conducted in accordance with Article 5 of the Personal Data Act.
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Article 6

When collecting personal data from data subjects, except for situations that
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meet one of the conditions specified in Article 8, Paragraph 2 of the Personal

Data Act, each office shall explicitly inform the data subject of the following

matters, in accordance with Article 8, Paragraph 1 of the Personal Data Act:

(1) the name of the University;

(2) the purpose of the collection;

(3) the categories of the personal data to be collected;

(4) the time period, territory, recipients, and methods of which the personal
data 1s used;

(5) the data subject’s rights under Article 3 of the Personal Data Act and the
methods for exercising such rights; and

(6) the data subject’s rights and interests that will be affected if he/she
chooses not to provide his/her personal data.

HE2d FEAREL BAFH REBTEEL ,i€=)3 TEAR T e

2 H >
A Ho ph TR B AFTAERRE DBY - HI 5T HNE
LREBTE L FE S ARTLEVL - WL
ML RRPFEFAEFZIIERT I E I HFEA LIRS
7o

Article 7

7.1 Before processing or using personal data not provided by the data subject,
each office shall inform the data subject, in accordance with Article 9,
Paragraph 1 of the Personal Data Act, of its source of data and other
information specified in Subparagraphs 1 to 5 of the preceding article.
However, the obligation to inform may be exempted under the
circumstances specified in Article 9, Paragraph 2 of the Personal Data
Act.

7.2 The obligation to inform as prescribed in the preceding paragraph may be
performed at the time of the first use of the personal data concerning the
data subject pursuant to Article 9, Paragraph 3 of the Personal Data Act.
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Article 8
Each office shall obtain the consent of the data subject when applying Article

15, Subparagraph 2, and the exception specified in Article 16, Subparagraph 7
of the Personal Data Act, where consent has been given by the data subject.
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Article 9

9.1 When collecting, processing, and utilizing personal data in accordance
with Article 15 or Article 16 of the Personal Data Act, each office shall
conduct a detailed review and proceed with signed approval. In the case of
using personal data for purposes other than the specific purposes specified
in the exceptions of Article 16 of the Personal Data Act, the utilization
history of personal data shall be recorded.

9.2 The use of personal data in the preceding paragraph shall not involve
arbitrary linking of databases and shall not be abused.
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Article 10
In the case of incorrectness or incompleteness of personal data retained by
the University, the office responsible for data collection shall proceed with
signed approval and transfer the data to the office responsible for data
retention to make corrections and supplements, as prescribed in Article 11,
Paragraph 1 of the Personal Data Act, and keep relevant records. If any
failure to correct or supplement any personal data is attributable to the
University, the office responsible for data collection shall send a written
notification to the persons who have been provided with this personal data
after the correction or supplement is made, as prescribed in Article 11,
Paragraph 5 of the Personal Data Act.
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Article 11



In the event of a dispute regarding the accuracy of the personal data retained
by the University, the office responsible for data collection shall proceed
with signed approval and transfer the data to the data retention office to
cease processing or using the personal data, except for the conditions
specified in Article 11, Paragraph 2 of the Personal Data Act. The data
retention office shall accurately record the cessation of processing or using
personal data.

Article 12

When the specific purpose of data collection no longer exists, or upon
expiration of the relevant time period, the office responsible for data
collection shall proceed with signed approval and transfer the data to the data
retention office to erase or cease processing or using the personal data, apart
from the conditions set forth in Article 11, Paragraph 3 of the Personal Data
Act. Each respective office shall accurately record the erasure of personal
data and the cessation of processing or using personal data.
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Article 13

In the case pursuant to Article 11, Paragraph 4 of the Personal Data Act,
where each office shall, on its own initiative or upon the request of the data
subject, erase the personal data collected or cease collecting, processing or
using the personal data, the office shall proceed with signed approval and
transfer the data to the data retention office to do so. The data retention
office shall accurately record the erasure of personal data and the cessation
of collecting, processing or using personal data.
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Article 14



In the event that the University encounters a situation of personal data theft,
leakage, alteration, or other infringements as defined in Article 12 of the
Personal Data Act, the office responsible for the data leakage shall promptly
notify the data subject via appropriate means after the relevant facts have
been clarified.
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Article 15

15.1 Where a request is made by a data subject to the University pursuant to
Article 10 or Article 11, Paragraphs 1 to 4 of the Personal Data Act, the
data subject shall fill out an application form attached with relevant
supporting documents.

15.2 If there is any omission or deficiency in the contents of the
aforementioned documents in the preceding paragraph, a notification shall
be given to make corrections within a specified period.

15.3 The application shall be rejected in writing if the application case falls
under any of the following circumstances:

(1) where omissions or deficiencies in the content of the application
documents are still uncorrected by the deadline after the notification
has been made;

(2) under any of the exceptions provided in Article 10 of the Personal
Data Act;

(3) under any of the exceptions provided in Article 11, Paragraphs 2 or 3
of the Personal Data Act; or

(4) where the application is not compliant with the law.
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Article 16

16.1 Where a request is made by a data subject to the University, pursuant to
Article 10 of the Personal Data Act, to reply to the data subject’s inquiry,
to allow the review of personal data collected, or to provide a copy
thereof, the University shall determine whether to accept or reject such
request within fifteen days in accordance with Article 13, Paragraph 1 of
the Personal Data Act. This deadline may be extended by up to fifteen
days if necessary, and the data subject shall be notified in writing of the
reason for the extension.

16.2 When the data subject is allowed to read his/her personal data in
accordance with the preceding paragraph, he/she shall be accompanied by
personnel sent by the department in charge.

16.3 The University may charge a fee to cover necessary costs from the data
subject who, pursuant to the preceding paragraph, makes an inquiry or a
request to review or obtain copies of the personal data.
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Article 17
Where a request is made by a data subject to the University, pursuant to
Article 11, Paragraphs 1 to 4 of the Personal Data Act, to correct or
supplement personal data, the University shall determine whether to accept
or reject such a request within thirty days in accordance with Article 13,
Paragraph 2 of the Personal Data Act. Such a deadline may be extended by

up to thirty days if necessary, and the data subject shall be notified in writing
of the reason for the extension.
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Article 18

If there are any laws or regulations that prohibit or restrict the disclosure of
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personal data file names, such disclosure should be handled in accordance

with the said laws or regulations.
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Article 19
These Regulations shall be passed by the Administrative Meeting and shall
take force upon approval by the President. The same procedure shall apply
when these Regulations are amended.



